AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

§154.40

Subpart F—Adjudication

§154.40 General.

(a) The standard which must be met
for clearance or assignment to sen-
sitive duties is that, based on all avail-
able information, the person’s loyalty,
reliability, and trustworthiness are
such that entrusting the person with
classified information or assigning the
person to sensitive duties is clearly
consistent with the interests of na-
tional security.

(b) The principal objective of the
DoD personnel security adjudicative
function, consequently, is to assure se-
lection of persons for sensitive posi-
tions who meet this standard. The ad-
judication process involves the effort
to assess the probability of future be-
havior which could have an effect ad-
verse to the national security. Since
few, if any, situations allow for posi-
tive, conclusive evidence of certain fu-
ture conduct, it is an attempt to judge
whether the circumstances of a par-
ticular case, taking into consideration
prior experience with similar cases,
reasonably suggest a degree of prob-
ability of prejudicial behavior not con-
sistent with the national security. It is
invariably a subjective determination,
considering the past but necessarily
anticipating the future. Rarely is proof
of trustworthiness and reliability or
untrustworthiness and unreliability be-
yond all reasonable doubt.

(c) Establishing relevancy is one of
the key objectives of the personnel se-
curity adjudicative process in evalu-
ating investigative material. It in-
volves neither the judgment of crimi-
nal guilt nor the determination of gen-
eral suitability for a given position;
rather, it is the assessment of a per-
son’s trustworthiness and fitness for a
responsibility which could, if abused,
have unacceptable consequences for
the national security.

(d) While equity demands optimal
uniformity in evaluating individual
cases, assuring fair and consistent as-
sessment of circumstances from one
situation to the next, each case must
be weighed on its own merits, taking
into consideration all relevant facts,
and prior experience in similar cases.
All information of record, both favor-
able and unfavorable, must be consid-
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ered and assessed in terms of accuracy,
completeness, relevance, seriousness,
and overall significance. In all adju-
dications the protection of the national
security shall be the paramount deter-
minant.

§154.41 Central adjudication.

(a) To ensure uniform application of
the requirement of this part and to en-
sure that DoD personnel security de-
terminations are effected consistent
with existing statutes and Executive
orders, the head of each Military De-
partment and Defense Agencies shall
establish a single Central Adjudication
Facility for his/her component. The
function of such facility shall be lim-
ited to evaluating personnel security
investigations and making personnel
security determinations. The chief of
each Central Adjudication Facility
shall have the authority to act on be-
half of the head of the Component con-
cerned with respect to personnel secu-
rity determinations. All information
relevant to determining whether a per-
son meets the appropriate personnel se-
curity standard prescribed by this part
shall be reviewed and evaluated by per-
sonnel security specialists specifically
designated by the head of the Compo-
nent concerned, or designee.

(b) In view of the significance each
adjudicative decision can have on a
person’s career and to ensure the max-
imum degree of fairness and equity in
such actions, a minimum level of re-
view shall be required for all clearance/
access determinations related to the
following categories of investigations:

(1) B/SBI/PR/ENAC/SII:

(i) Favorable: Completely favorable
investigations shall be reviewed and
approved by an adjudicative official in
the civilian grade of GS-7/9 or the mili-
tary rank of O-3.

(i1) Unfavorable: Investigations that
are not completely favorable shall un-
dergo at least two levels of review by
adjudicative officials, the second of
which must be at the civilian grade of
GS-11/12 or the military rank of O-4.
When an unfavorable administrative
action is contemplated under §154.56(b),
the letter of intent (LLOI) to deny or re-
voke must be approved and signed by
an adjudicative official at the civilian
grade of GS-13/14 or the military rank
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of O-5. A final notification of unfavor-
able administrative action, subsequent
to the issuance of the LOI, must be ap-
proved and signed at the civilian grade
of GS-14/15 or the military rank of O-6.

(2) NACI/DNACI/NAC/ENTNAC:

(i) Favorable: A completely favorable
investigation may be finally adju-
dicated after one level of review pro-
vided that the decisionmaking author-
ity is at the civilian grade of GS-5/7 or
the military rank of 0-2.

(ii) Unfavorable: Investigations that
are not completely favorable must be
reviewed by an adjudicative official in
the civilian grade of GS-7/9 or the mili-
tary rank of 0-3. When an unfavorable
administrative action is contemplated
under §154.56(b), the letter of intent to
deny/revoke must be signed by an adju-
dicative official at the civilian grade of
GS-11/12 or the military rank of 0-4. A
final notification of unfavorable ad-
ministrative action subsequent to the
issuance of the LOI must be signed by
an adjudicative official at the civilian
grade of GS-13 or the military rank of
0-5 or above.

(c) Exceptions to the above policy
may only be granted by the Deputy
Under Secretary of Defense for Policy.

§154.42 Evaluation of personnel secu-
rity information.

(a) The criteria and adjudicative pol-
icy to be used in applying the prin-
ciples at §154.40 are set forth in
§154.7(a) and Appendix H of this part.
The ultimate consideration in making
a favorable personnel security deter-
mination is whether such determina-
tion is clearly consistent with the in-
terests of national security and shall
be an overall common sense evaluation
based on all available information.
Such a determination shall include
consideration of the following factors:

(1) The nature and seriousness of the
conduct;

(2) The circumstances surrounding
the conduct;

(3) The frequency and recency of the
conduct;

(4) The age of the individual;

(5) The voluntariness of participa-
tion; and

(6) The absence or presence of reha-
bilitation.

§154.47

(b) Detailed adjudication policy guid-
ance to assist adjudicators in deter-
mining whether a person is eligible for
access to classified information or as-
signment to sensitive duties is con-
tained in Appendix H. Adjudication
policy for access to SCI is contained in
DCID 1/14.

§154.43 Adjudicative record.

(a) Bach adjudicative determina-
tions, whether favorable or unfavor-
able, shall be entered into the Defense
Clearance and Investigations Index
(DCII) on a daily basis, but in no case
to exceed 5 working days from the date
of determination.

(b) The rationale underlying each un-
favorable personnel security deter-
mination, to include the appeal proc-
ess, and each favorable personnel secu-
rity determination where the inves-
tigation or information upon which the
determination was made included sig-
nificant derogatory information of the
type set forth in §154.7 and appendix H
to part 154, shall be maintained in writ-
ten or automated form and is subject
to the provisions of 32 CFR part 285 and
32 CFR part 310. This information shall
be maintained for a minimum of 5
yvears from the date of determination.

[568 FR 61025, Nov. 19, 1993]

Subpart G—lIssuing Clearance
and Granting Access

§154.47 General.

(a) The issuance of a personnel secu-
rity clearance (as well as the function
of determining that an individual is el-
igible for access to Special Access pro-
gram information, or is suitable for as-
signment to sensitive duties or such
other duties that require a trust-
worthiness determination) is a func-
tion distinct from that involving the
granting of access to classified infor-
mation. Clearance determinations are
made on the merits of the individual
case with respect to the subject’s suit-
ability for security clearance. Access
determinations are made solely on the
basis of the individual’s need for access
to classified information in order to
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